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1 Introduction

The rapid digitalization of corporate operations has fundamentally transformed the land-
scape of financial reporting (Al Natour and Al-Lahham, 2021). In the contemporary digital
economy, a firm’s information technology (IT) infrastructure is no longer merely a support
function; it serves as the primary repository and processing engine for financial data (Grab-
ski et al., 2011), forming the structural backbone of internal controls over financial reporting
(ICFR) (Doyle et al., 2007). While this integration has enhanced operational efficiency, it
has simultaneously introduced systemic vulnerabilities. A cybersecurity incident, ranging
from data breaches to system compromises, represents an exogenous shock that can funda-
mentally impair the integrity and availability of these systems (Juma’h and Alnsour, 2020;
Ganin et al., 2020). Despite the growing prevalence of such incidents, the accounting liter-
ature remains divided on the downstream consequences for reporting quality. Some studies
suggest that cyber events weaken internal controls, disrupt information flows, and heighten
uncertainty in the reporting environment (Ko et al., 2006; Zafar et al., 2016), while oth-
ers find more limited or mixed effects (Gordon et al., 2011; Cavusoglu et al., 2004). This
study investigates the nexus between cyber incidents and accounting restatements, exploring
whether such shocks lead to a general deterioration of reporting quality or a selective failure

of core financial processes.

The theoretical link between cybersecurity failures and reporting quality is rooted in the
degradation of system reliability and the amplification of information asymmetry (Akerlof,
1970). When a cyber breach occurs, the resulting operational chaos and potential corruption
of transactional records weaken the internal control environment, heightening the inherent
risk of financial misstatement (Masoud and Al-Utaibi, 2022). Early empirical evidence on
this relationship, however, provides inconsistent conclusions. Some studies suggest that the
systemic disruption following a breach increases the overall propensity for errors (Lois et al.,

2021), while others find that the subsequent increase in regulatory and auditor scrutiny may



actually preempt the issuance of restatements (Rosati et al., 2017). We address this ambi-
guity by examining the comprehensive effect of cyber shocks on aggregate restatement risk,
proposing that the systemic nature of these incidents drives a material decline in financial

reliability.

Moving beyond aggregate measures, we argue that a deeper investigation requires differen-
tiating between the types of reporting failures. Grounded in signaling theory (Spence, 1973),
we distinguish between ”Financial Restatements”, which correct errors in core accounts like
revenue and assets, and ”technical or judgmental adjustments” such as those related to un-
certain tax positions (FIN48) or timing rules (SAB108). We posit that if a cyber breach
impairs core accounting systems and data integrity, its consequences should be concentrated
in the most severe error categories that reflect a failure in fundamental accounting pro-
cesses (Hennes et al., 2008). Conversely, non-core adjustments, which are often driven by
interpretive complexity or managerial judgment rather than transactional record integrity,
may remain unaffected (Palmrose et al., 2004). We further apply the Attention-Based View
(ABV) to suggest a "managerial triage” mechanism, i.e., following a breach, firms redirect
finite resources toward remediating core systems, potentially leading to a selective impact
where core reporting integrity is compromised while specialized compliance functions are

neglected (Ocasio, 1997).

Central to this discussion is the role of external governance in mitigating the risks posed
by cyber-induced control weaknesses. Under agency theory, auditing serves as a crucial
governance mechanism to reduce information asymmetry (Jensen and Meckling, 1976). We
examine whether high-quality auditors, specifically Big 4 firms, act as a buffer against report-
ing failures. Given their superior technical resources and specialized I'T-audit expertise, Big
4 auditors are better positioned to scrutinize compromised accounting processes more closely
after a breach (Alsakini et al., 2024). This heightened scrutiny is expected to function as a
crucial governance safeguard, detecting and correcting errors before they necessitate a public

restatement. Our study thus evaluates the interaction between cyber incidents and auditor



type to determine if superior external assurance can safeguard reporting credibility even
when internal systems are under stress. Finally, we examine the real economic consequences
of these failures by analyzing capital market reactions. While a cyber breach itself acts as
a negative signal of organizational vulnerability (Kamiya et al., 2021), the interpretation of
a subsequent restatement is conditional. Using the lens of signaling theory, we investigate
whether a restatement acts as a ”corrective signal”, restoring investor confidence through
transparent disclosure, or a ”compounding signal” that reinforces concerns about systemic
governance failures (Hennes et al., 2008). We anticipate that the market reaction will be
heterogeneous, i.e., corrective core financial restatements may mitigate part of the initial
valuation penalty, whereas technical or timing restatements following a breach may signal
broader, unresolved internal control deficiencies, thereby amplifying the erosion of firm value

(Ashbaugh-Skaife et al., 2009).

The findings of this study provide substantive evidence that cyber incidents serve as a
catalyst for severe reporting failures, particularly core Financial Restatements. This aligns
with the systemic disruption perspective of Alsakini et al. (2024) and Masoud and Al-Utaibi
(2022), who argue that cyber shocks degrade accounting infrastructure and escalate mate-
rial misstatement risk. While our results contrast with earlier evidence suggesting breaches
may not lead to restatements (Rosati et al., 2017), we clarify that the impact is specifically
concentrated in the structural reliability of core transactional data rather than aggregate
reporting. Furthermore, we find that Big 4 auditors effectively moderate this relationship,
significantly attenuating the likelihood of a restatement post-breach by applying superior
technical scrutiny (DeAngelo, 1981; Haislip et al., 2016). Our alternative measure of audit
quality, the audit fee ratio, further confirms this significant moderating role of audit quality.
Regarding market consequences, our results indicate that the negative valuation shock of
a breach is significantly mitigated when firms issue a core financial restatement, which in-
vestors interpret as a credible corrective signal. Conversely, issuing technical or judgmental

adjustments (e.g., FIN48) following a breach amplifies the valuation penalty, as the market



likely perceives these as indicators of broader, unresolved systemic failures (Beneish et al.,
2008; Ashbaugh-Skaife et al., 2009). This divergence underscores a ”managerial triage” where
resource diversion toward core remediation safeguards fundamental data integrity but leaves

peripheral compliance vulnerable

Our study makes a number of key contributions to the accounting, IT, and governance
literature. First, we provide a more granular understanding of how cyber risk propagates
through the financial reporting system by differentiating between restatement severities.
Second, we extend the literature on audit quality by demonstrating the specific conditions
under which Big 4 auditors provide superior monitoring. Third, we offer fresh evidence on the
”correction versus compounding” signaling dynamics in the capital markets. By documenting
that the impact of cyber risk is concentrated in core financial processes and is conditional
on both auditor quality and restatement type, we provide crucial insights for regulators,
investors, and boards of directors tasked with managing the fallout of cybersecurity failures

in an increasingly digitalized reporting environment.

The remainder of this paper is organized as follows. Section 2 establishes the theoretical
framework, synthesizes the relevant literature, and develops the formal hypotheses. Section
3 describes the data and empirical methodology. Section 4 presents and discusses the base-
line results, additional analyses, and robustness checks. Finally, Section 5 concludes with
a discussion of the theoretical contributions and practical implications for regulators and

practitioners.



2 Theoretical Framework, Literature Review, and Hy-

pothesis Development

2.1 Cyber Incidents and Aggregate Restatement Risk

The theoretical foundation for establishing a link between cybersecurity failures and over-
all reporting quality lies in information asymmetry (Akerlof, 1970) and the degradation of
system reliability (Garg et al., 2003). In the digital economy, a firm’s IT infrastructure
is indispensable, acting as the primary repository and processing engine for financial data,
thereby forming the backbone of its internal controls over financial reporting (ICFR) (Doyle
et al., 2007). A cyber incident, such as a major data breach or system compromise, repre-
sents an exogenous shock that fundamentally impairs the integrity and availability of these
systems. This impairment severely amplifies information asymmetry because external stake-
holders lose confidence in the reliability of the information produced by the compromised
system. Managers themselves face increased uncertainty regarding the accuracy of records,
complicating the timely and correct compilation of financial statements, which significantly

raises the probability of reporting errors (Kamiya et al., 2021).

Earlier studies provide strong, yet not entirely consistent, support for the argument that
cyber shocks impair reporting quality. A strand of these studies suggests that cybersecurity
failures disrupt internal controls, introduce operational complexity, and elevate the risk of
material misstatements that are difficult to detect during the normal closing process (Us-
man et al., 2023; Alsakini et al., 2024). They generally argue that the chaos and loss of data
integrity following a breach create the necessary conditions for errors to propagate through
the accounting system, ultimately resulting in a restatement. However, counter-evidence
exists. For instance, Rosati et al. (2017) found that while a cybersecurity breach increases
regulatory scrutiny, evidenced by a higher probability of receiving an SEC Comment Let-

ter, it does not necessarily translate into a financial restatement. This highlights a critical,



unresolved ambiguity; the subsequent deterioration in reporting quality, if it occurs, may
stem either from a systemic breakdown in controls that causes actual errors or merely from
heightened caution and increased scrutiny. This inconsistency in conclusion motivates the
need to examine the comprehensive effect on all types of restatements, capturing the aggre-
gate deterioration in the reporting environment following a cyber incident, regardless of the

precise error type.

To provide clarity on whether cyber incidents represent a material shock leading to un-
deniable failures in reporting mechanisms, this study focuses on the immediate, measurable
consequence captured in the issuance of any financial restatement in the subsequent reporting
period. The core premise is that if the cyber incident causes systemic disruption and compro-
mises data integrity, the subsequent weakening of the internal control environment (Blakely
et al., 2022), will lead to increased operational uncertainty and collectively heighten the
overall propensity for errors (Lois et al., 2021). By examining the broad category of restate-
ments, we aim to capture a comprehensive measure of post-breach reporting deterioration.
This reasoning leads directly to the core prediction regarding the general impact of cyber

risk on financial reliability.

H1: Firms that experience a cyber incident in the prior year are significantly more likely to

issue an aggregate financial restatement in the subsequent year.

2.2 Cyber Incidents and Restatement Type Severity

A deeper investigation requires differentiating the types of reporting failure, a distinction
rooted in the theoretical argument of signaling theory (Spence, 1973) and the inherent nature
of accounting errors. Restatements serve as a negative signal to the market, but their impact
depends on the severity of the error being corrected (Hennes et al., 2008). Errors that correct
misstatements in core financial accounts, i.e., financial restatements (e.g., revenue, assets),

signal a failure in the firm’s fundamental accounting processes and are linked to the structural



integrity of financial data (Campbell et al., 2003). In contrast, technical adjustments (like
FIN48 for uncertain tax positions) or timing/threshold-based adjustments (SAB108) are
often non-core, arising from interpretive complexity or managerial judgment on materiality,
rather than a systemic breakdown of transactional records (Palmrose et al., 2004). This
distinction is paramount because if a cyber breach impairs core accounting systems and
data integrity, its consequences should be concentrated in the most severe error category,

signaling a substantive failure.

A complementary theoretical perspective supporting the selective impact argument stems
from the Attention-Based View (ABV) of the firm. Cybersecurity breaches represent acute
crises that severely constrain managerial attention and finite organizational resources, forc-
ing firms to triage remediation efforts (Ocasio, 1997). Studies show that following a major IT
failure, executive focus and capital expenditures are redirected immediately toward shoring
up core operational systems to ensure business continuity and satisfy immediate regulatory
demands (Kuhn Jr et al., 2013). This necessary redirection of attention and resources implies
a potential neglect of specialized, non-core compliance functions, such as complex tax calcu-
lations or subtle SAB108 materiality assessments, which are typically handled by specialized
departments or require focused, non-systemic analysis (August et al., 2025). Consequently,
the probability of detecting or preventing errors in specialized accounts may decrease (leading
to a null or negative effect on their detection). At the same time, the direct, systemic failure
of core transaction processing drives up the rate of fundamental financial restatements (Ma-
soud and Al-Utaibi, 2022). This managerial triage mechanism reinforces the hypothesis that
the consequence of the cyber shock is not uniformly distributed across all types of reporting

failures, but is selectively concentrated where the systemic failure is most pronounced.

In addition, existing literature on restatements confirms the differential nature of these re-
porting failures. Palmrose et al. (2004) highlights that the market reaction is far more severe
for restatements involving core financial accounts, highlighting their signaling value regarding

fundamental system failure. Specialized restatements, such as those related to uncertain tax



positions (FIN48), are often driven by regulatory complexity and specialized analysis, which
are arguably less directly exposed to breaches affecting operational or financial transaction
systems (Gleason et al., 2017). Similarly, timing-based adjustments (Out-of-Period) or those
related to prior-period immateriality rules (SAB108) rely more on management judgment
and materiality thresholds than on the integrity of real-time operational data processing
(Burks, 2011). Therefore, if the cyber shock primarily degrades the reliability of financial
transaction processing and core data, we should observe a disproportionate effect on Finan-
cial Restatements, while tax and timing adjustments should remain unaffected or possibly
even show a negative relationship if resources are shifted away from specialized analyses

toward core remediation efforts.

Therefore, there is motivation to disentangle whether cyber incidents lead to a uniform
rise in all reporting failures or selectively target the core financial reporting infrastructure.
A robust positive association between cyber breaches and Financial Restatements would
offer compelling evidence that the shock compromises the integrity of core financial data,
whereas a null or negative association with technical or timing adjustments would reinforce
the argument that the impact is specific to the financial accounting infrastructure, rather
than peripheral or specialized compliance systems. This assessment sharpens the causal link
between cybersecurity failures and material misstatements, and thus, we state our second

hypothesis as:

H2: A cyber incident is positively and significantly associated with the likelithood of a

Financial Restatement.

2.3 The Moderating Role of External Assurance Quality

A cyber incident represents a shock that elevates information risk by weakening internal
controls, corrupting transactional data, and increasing the likelihood of material misstate-

ments. Under the agency theory (Jensen and Meckling, 1976), high-quality auditors serve as
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external monitors whose role is to mitigate such risks by enhancing assurance over financial
reporting. Thus, auditing serves as a crucial governance mechanism to mitigate conflicts of
interest and reduce information asymmetry (Watts and Zimmerman, 1978). High-quality
auditors, typically Big 4 firms, possess superior technical expertise and resources, enabling
them to conduct more rigorous evaluations of internal controls and detect irregularities more
effectively than non-Big 4 auditors (Francis et al., 1999; Krishnan, 2003). Following a cyber
breach, the internal control environment is demonstrably weakened, heightening the inherent
risk for financial misstatement Masoud and Al-Utaibi (2022). This context mandates that
a high-quality auditor adopt a more conservative and stringent approach, intensifying audit
procedures on the compromised accounting processes. This enhanced scrutiny is expected to
function as a crucial governance buffer, catching and correcting errors that might otherwise
propagate into financial statements and necessitate a costly restatement later (Rosati et al.,

2022).

Documented evidence supports the role of high-quality external monitoring in mitigating
information risk. DeFond and Zhang (2014) affirm that audit quality is negatively asso-
ciated with misreporting risk, particularly in environments marked by high complexity or
uncertainty. Specifically, studies focusing on cybersecurity suggest that Big 4 auditors help
constrain the downstream reporting consequences of failures by scrutinizing internal con-
trols more closely after a breach, thereby strengthening the reliability of the financial data
presented (Alsakini et al., 2024). This suggests that the Big 4’s superior resources and rep-
utation capital incentivize them to be more diligent in high-risk situations. The moderating
effect is expected to be strongest for financial restatements, as these represent the most
material misstatements, which fall squarely within the core focus of a traditional financial
audit. Therefore, evaluating the interaction between a cyber incident and the presence of a
Big 4 auditor provides a direct test of whether external governance mechanisms effectively

safeguard reporting credibility when internal systems are compromised.

The reporting environment following a cyber breach is a critical test of whether audit qual-
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ity can effectively contain elevated misstatement risk, as shocks to internal controls heighten
reliance on the auditor’s independent verification rather than the client’s systems (Asare
et al., 2013). In such settings, the differential capabilities of Big 4 auditors are likely to
matter most. Their deeper methodological rigor and greater access to specialized I'T-audit
expertise enable more effective detection of weaknesses that may not be visible to lower-tier
auditors (Abbott et al., 2016; Dzuranin and Malaescu, 2016). Additionally, because Big 4
firms face higher litigation exposure and reputational costs when material misstatements
occur, they are incentivized to enforce stricter audit procedures in high-risk environments
(Francis, 2004; DeAngelo, 1981). These incentives and capabilities suggest that Big 4 au-
ditors are better positioned to mitigate the propagation of errors following cybersecurity
disruptions. If these mechanisms operate as theory and prior evidence suggests, then the
escalation from cyber incident to financial restatement should be less pronounced for Big
4—audited firms. This leads to the expectation that audit quality moderates, not merely
accompanies, the relationship between cybersecurity breaches and subsequent reporting fail-

ures. Hence, we hypothesize that:

H3: The positive association between incident and the likelihood of a Financial

Restatement is significantly attenuated for firms audited by a Big 4 auditor.

2.4 Cyber Incidents, Restatements, and Firm Value

Understanding how capital markets interpret the mixed signals generated by a cyber incident
followed by a restatement, drawing upon signaling theory, is important (Muktadir-Al-Mukit
and Ali, 2025; Das et al., 2012). The initial cyber breach acts as a negative signal of deep
organizational vulnerability, which could reduce firm valuation due to anticipated long-term
operational, reputational, and legal costs (Eling and Wirfs, 2019; Goel and Shawky, 2009;
Kamiya et al., 2021). The subsequent restatement serves as a secondary signal, the inter-

pretation of which is highly conditional. A restatement, while confirming a prior error, can
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be viewed by investors in two different ways. First, as a corrective signal, where transparent
disclosure (e.g., of a financial restatement) reduces uncertainty and restores some investor
confidence (Hennes et al., 2008); or second, as a compounding signal, where a technical or
complex restatement (e.g., FIN48 or Out-of-Period) following a major breach is seen as ev-
idence of broader, systemic internal control failures, intensifying the initial market penalty

(Lois et al., 2021).

Empirical findings confirm that the market reaction to restatements is heterogeneous, de-
pendent on the nature, severity, and informational content of the correction (Anderson and
Yohn, 2002; Palmrose et al., 2004). Although studies (e.g., Kuhn and Morris, 2017) have
documented evidence of a link between weaknesses in IT internal control and firms’ market
value, the informative role of restatement or otherwise is yet to be explored. Investors inter-
pret restatements as signals about a firm’s underlying reporting reliability, but the magnitude
of the response depends heavily on whether the error reflects a breakdown in core accounting
processes or a narrower, technical adjustment (Her et al., 2010). When restatements stem
from fundamental financial account errors, markets infer weaknesses in internal controls and
organizational oversight, resulting in greater value erosion (Zhang, 2007). This raises an im-
portant issue for firms experiencing cyber incidents, namely, whether the market evaluates
subsequent restatements differently depending on the firm’s cyber-risk environment. Cyber
breaches reveal vulnerabilities in data integrity and internal reporting infrastructure, which
research shows can heighten investor uncertainty and elevate perceived operational and fi-
nancial risk (Eling and Schnell, 2016). In such a setting, a financial restatement, one that
directly addresses potential misstatements arising from the breach, may be interpreted as a
credible corrective action that helps reduce information asymmetry and restore confidence
in reporting quality. Conversely, investors may perceive restatements in areas unrelated
to the breach, such as tax-related FIN48 issues or timing-based adjustments, as evidence
that control weaknesses extend beyond the immediate incident (Beneish et al., 2008). Such

findings reinforce concerns about systemic governance failures and can ultimately amplify
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the valuation penalty (Ashbaugh-Skaife et al., 2009). Understanding how cyber risk shapes
the informational content of restatements is therefore essential for explaining how investors

update their beliefs about firm reliability and long-term value.

Consequently, it is expected that the market’s response to the restatement is contingent
on the firm’s cyber-risk environment. Examining the interaction effects to determine which
type of corrective disclosure, if any, helps firms recover from the persistent negative valuation
shock of a cyber incident offers insight into these dynamics. Thus, we state our hypothesis
capturing both the baseline penalty of the cyber incident and the conditional market reaction
to the subsequent attempt at reporting correction. This assessment of the market’s update
process provides crucial insight into the real economic consequences of integrated cyber

incidents and financial reporting failures.

H4: Cybersecurity incidents are associated with a persistent decrease in firm value, a

relationship moderated by the nature of subsequent reporting.

3 Research design

3.1 Data

The data for this study covers a period of 25 years, from 2000 to 2024, focusing on U.S. pub-
licly traded firms. The sample period begins in 2000 to ensure sufficient coverage of digital-
era corporate disclosures and the early adoption of integrated IT reporting frameworks. We
utilize data from several primary sources. Cybersecurity incident details, including the type
of information compromised and disclosure timelines, are obtained from the Audit Analytics
(Ideagen) Cybersecurity module. We also rely on this source for financial restatement data,
including the categorization of restatement types, and for detailed audit information such

as auditor identity and fee structures. Firm-level financial characteristics, operational data,
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and fiscal year-end stock price data (used to calculate Tobin’s Q) are sourced from Compus-
tat. Finally, corporate governance and board-level metrics, such as board independence and
gender diversity, are collected from LSEG Workspace (formerly Refinitiv). After merging
these disparate sources and requiring non-missing values for our primary variables, our final

sample consists of 61,229 firm-year unbalanced observations.

3.2 Empirical design
3.2.1 Variables

This study uses a streamlined narrative to define and categorize the primary metrics for
reporting failures and cybersecurity risk. Our primary measure of reporting quality is the is-
suance of a restatement. Following the Audit Analytics classification, we distinguish between
four types: (i) Financial restatements (Restate_Financial;), which correct core accounts like
revenue or assets and signal fundamental system failures (Palmrose et al., 2004); (ii) FIN-48
restatements (Restate_F'IN48;;), relating to uncertain tax positions; (iii) Out-of-Period Ad-
justments (Restate_OutO f Period;; or OOPA), correcting prior errors in the current period;
and (iv) SAB 108 restatements (Restate S AB108;;), involving SEC-mandated misstatement
quantification adjustments. Similarly, we categorize cybersecurity incidents into four dis-
tinct groups: (i) Breach_Financial;, identifying the compromise of payment or banking de-
tails; (ii) Breach_Personal;, denoting the loss of personally identifiable information (PII);
(iii) Breach_NotDisclosedy;, representing incidents where the firm'’s filing did not specify the
data type, reflecting higher information asymmetry; and (iv) Breach_Other;;, encompassing

theft of intellectual property or internal corporate records.

To isolate high-impact events, we construct an indicator, Most_Significant_Breach;,
equal to one if the incident involves either financial or personal data, as these categories drive
the highest legal and systemic risk (Rosati et al., 2022). Finally, we define high-significance

restatements as those categorized as Restate_Financial, as they reflect breakdowns in fun-
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damental transaction processing rather than technical or judgmental adjustments (Hennes
et al., 2008). This classification allows us to test the “managerial triage” hypothesis: whether
the operational strain of a cyber shock causes firms to selectively protect core reporting
integrity while peripheral or specialized compliance functions (such as tax or timing adjust-

ments) are neglected.

We control for firm characteristics that may affect a firm’s restatement propensity and
market valuation as control variables. The variables include profitability (ROA) as a proxy
for financial performance is the earnings before interest and taxes over the total assets of
the firm, the natural logarithm of the book value of total assets of the firm as a measure of
Firm_Size, the debt-to-equity ratio as a measure of Leverage, tangible assets of a firm over
its total assets as a measure of Tangibility, and cash and short-term investments of a firm
over its total assets as a measure of CashHolding. Others are Sales_growth, calculated as
the percentage change in a firm’s sales, which is expected to capture revenue improvements
that enable firms to access resources for investment in internal control systems, audit and
governance characteristics, such as Big 4, to proxy for external monitoring quality, and
Ln_IT_FEES as a proxy for technology-related assurance procedures. Finally, we incorporate
board characteristics, including BoardSize (the natural log of the number of board members),
IndBoard (the proportion of independent directors), and GenderDiversity (the proportion of
female directors on the board), which serve as crucial internal governance safeguards against

reporting errors.

3.2.2 Model specification

To investigate whether cybersecurity incidents influence a firm’s financial reporting quality
and whether high-quality auditors mitigate this risk, we estimate the following logistic panel

regression models:
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RESTATEMENT;; = po+51CYBER_BREACH;;_1+BControls,;+yFirm;+0Y ear;+e;

(1)
where RESTATEMENT} is an indicator variable equal to one if firm ¢ issues a finan-
cial restatement in year ¢, and zero otherwise. To test our selective impact hypothesis, we
replace the aggregate restatement variable with specific restatement types, including Finan-
cial, FIN-48, Out-of-Period, and SAB 108 adjustments. This allows us to observe whether
the disruption of a cyber shock is concentrated in core financial accounts versus technical

compliance adjustments.

Our primary test variable is CY BER_BREACH;;_1, which represents a lagged indicator
of whether a firm experienced a documented cybersecurity incident. In separate specifica-
tions, we partition this variable into four distinct breach types—Financial, Personal, Not
Disclosed, and Other—to account for the heterogeneous nature of digital risk. Control vari-
ables, firm-fixed effects, and year-fixed effects are included in all specifications to account

for time-invariant firm characteristics and macroeconomic shocks.

To examine the moderating role of external assurance, we interact the CY BER_BREACH;; 4

variable with the Big_4;; indicator variable as follows:

RESTATEMENT,, = 5y + 51CYBER_BREACH;;_1 + B2Biga

+B3(CYBERBREACH“_1 X Blg4zt> + /BCO'I’L'[Z'I"OlSZ't + szrmz + 5Y€6L7“t + €t

The coefficient of interest, 3, captures whether high-quality auditors attenuate the positive
association between cybersecurity incidents and reporting failures. A negative and significant
(3 would suggest that Big 4 auditors provide a crucial governance buffer by applying superior

technical scrutiny to compromised reporting systems.
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Finally, to assess the market consequences, we estimate a firm-value model where the
dependent variable is Ln_Tobin'sQ;;, measured as the natural logarithm of the ratio of a
firm’s market value to its asset replacement cost at fiscal year-end. Following standard
empirical literature (e.g., Chung and Pruitt, 1994), we proxy replacement cost as the sum
of the book value of equity and the book value of total liabilities. In this specification, we
include interaction terms between the prior cyber breach and the subsequent issuance of
a restatement. This enables us to test the signaling dynamics of reporting corrections to
determine whether a core financial restatement acts as a corrective signal that mitigates

valuation penalties or a compounding signal of systemic failure.

3.3 Descriptive statistics

Table 1 presents the summary statistics for the key variables employed in our empirical
analysis. The primary dependent variable, RESTATEMENT, has a mean value of 0.10,
indicating that approximately 10% of the firm-year observations in our sample involve an
accounting restatement during the sample period. Furthermore, the summary statistics for
restatement types indicate that average Restate_OutOfPeriod (0.69), Restate FIN48 (0.81),
Restate_Financial (0.52), and Restate_.SAB108 (0.98) represent significant portions of the
corrective actions taken by firms. On cybersecurity incidents, the mean values for specific
breach categories such as Breach_Financial (0.71) and Breach_NotDisclosed (0.89) suggest
a high prevalence of documented incidents within the sampled firms, while Breach_Personal
(0.49) and Breach_Other (0.90) further confirm this pattern. Ln_Tobin’s Q shows an average
market valuation of 0.55, providing a baseline for our subsequent analysis of how cyber

incidents and restatements jointly influence firm value.

Insert Table 1 approximately here

The average log-transformed records lost (Ln NUMBER_OF_RECORDS_LOST) stands at
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9.98. Audit fees (Ln_AUDIT_FEES) show a mean of 15.02, while specialized fee categories
like Ln_IT_FEES exhibit significant variation (St. Dev. = 1.35), potentially reflecting hetero-
geneous investments in I'T-related audit procedures. The audit environment is characterized
by a strong presence of high-quality assurance, with 79% of the firms being audited by a
Big 4 firm. The financial characteristics of the sample show that firms are generally prof-
itable, with a mean Profitability of 0.07, though 15% of the observations report a Loss.
The average firm is moderately leveraged (0.27) and maintains a CashHolding ratio of 0.13.
Corporate governance metrics reveal a high degree of board independence, with an aver-
age of 78.9% of board members being independent (IndBoard), and a mean BoardSize of

approximately 10 members.

Table 2 reports the Pearson correlation matrix for the variables used in our analysis. The
restatement indicators show strong internal correlations, particularly among Restate_Financial
Restate_FIN48, and Restate_OutOfPeriod, highlighting that firms experiencing one form of
misreporting are likely to exhibit related restatement types. In contrast, the overall RE-
STATEMENT indicator variable is only weakly correlated with most firm characteristics,
suggesting that the incidence of restatements is not driven by simple observable firm traits.
Meanwhile, cyber breach variables display the expected structure, monetary breach costs are
strongly and positively correlated with the volume of records compromised, and breach cat-
egories exhibit significant negative associations with one another, consistent with mutually
exclusive classifications of incident types. Tobin’s Q is moderately correlated with breach
severity measures and with key audit and governance variables, reflecting that higher-valued
firms tend to be larger, more complex, and more exposed to cyber risk. Overall, the correla-
tions indicate clear clustering among restatement measures, breach severity indicators, and
valuation-related firm attributes, showing the need for multivariate controls in the empirical

analysis.

Insert Table 2 approximately here
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4 Empirical Results and Discussion

4.1 Univariate analysis

To provide a comprehensive view of the sample’s internal dynamics, the univariate analy-
ses here partition the data by restatement significance, breach severity, and audit quality.
These comparisons serve as a preliminary diagnostic to identify how systematic disparities in
reporting integrity and cyber risk exposure correlate with fundamental firm characteristics
and governance structures. By isolating the distinct operational profiles of firms across these
dimensions, we establish the empirical motivation for the rigorous control environment and

multivariate specifications employed in our study.

We begin by examining the underlying firm characteristics associated with reporting qual-
ity, specifically partitioning the sample based on the structural impact of financial errors.
Table 3 shows the univariate comparisons between firms associated with high significance
restatements and those linked to other types of reporting adjustments to delineate the struc-
tural differences across these cohorts (Rice et al., 2015)'. The results indicate that firms with
high significance restatements exhibit a marginally higher aggregate likelihood of restating
while maintaining fundamentally different underlying financial and audit characteristics.
Specifically, these firms are generally smaller in scale and more likely to report a loss, yet
they maintain higher levels of intangible assets and research and development expenditures.
In the auditing domain, the high significance cohort incurs lower total audit and tax fees
and is notably less likely to be audited by a Big 4 firm compared to the control group (De-
Fond and Zhang, 2014). Furthermore, these firms display comparatively weaker governance
attributes characterized by lower board independence and reduced gender diversity. Despite
having higher cash holdings and sales growth, the market assigns a valuation discount to

these firms, which likely reflects heightened information uncertainty and systemic reporting

1 High-significance restatements are defined as indicator variables where the restatement affects core trans-
action processing, i.e., financial restatement.
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risk (Scholz, 2008). These systematic disparities suggest that restatement significance is
closely tied to firm-level complexity and oversight quality, which underscores the necessity

of the rigorous controls employed in the subsequent multivariate analysis.

Insert Table 3 approximately here

Building on these reporting disparities, we next evaluate how the specific nature of a cy-
bersecurity shock relates to a firm’s financial and governance profile. Table 4 shows the
univariate comparisons between firms experiencing the most critical data breaches and those
undergoing other incident types to highlight systematic differences across these cohorts. The
most significant breaches are characterized by a distinct operational and governance profile
where firms in the high significance group exhibit a significantly higher likelihood of issuing
core financial restatements despite a lower aggregate propensity for general restatements
(Klamm and Watson, 2009)%. This pattern suggests that while these firms may report fewer
total errors, the misstatements they do manifest tend to be more severe and impactful to
fundamental accounting records (Beneish et al., 2008). Economically, these firms possess a
substantially larger organizational scale and higher complexity, which is reflected in their
higher audit and non-audit fee structures as well as their higher probability of being audited
by the Big 4 (Rosati et al., 2022). Although these firms maintain more robust governance
metrics, including larger boards with greater independence and gender diversity, they still
suffer from a comparative valuation discount and higher leverage. These findings underscore
the severe financial and reputational headwinds associated with sensitive data compromises

and justify the inclusion of rigorous controls in the subsequent multivariate analysis.

Insert Table 4 approximately here

Given the distinct profiles identified in the previous partitions, we conclude the univariate

analysis by investigating the systematic role of elite external monitors in managing these

2 The Most Significant Breach category is defined as an indicator variable equal to one if the incident
involved either financial or personal data, and zero otherwise.
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complex risks. Table 5 reports the results of the difference-in-means tests, revealing that firms
audited by the Big 4 differ fundamentally from their non-Big 4 counterparts across nearly all
operational and financial dimensions. While the aggregate likelihood of a restatement does
not vary substantially between the two groups, the specific nature of reporting failures is
significantly different; Big 4 clients show a higher propensity for core financial restatements,
whereas non-Big 4 clients exhibit higher frequencies of technical tax and timing adjustments
(Francis, 2004). Furthermore, while the Big 4 cohort tends to experience a greater volume of
compromised records in cyber incidents, these firms also command significantly higher market
valuations and maintain more robust profitability. The data also confirm a substantial audit
fee premium, highlighting that elite auditors typically oversee larger, more complex entities
with greater resource commitments to specialized tax and audit services (Simunic, 1980;
Hay et al., 2006). Finally, the governance profiles suggest that firms selecting high-quality
auditors are characterized by more independent and diverse boards, further justifying the

need to control for these endogenous selection factors in our analysis (Beasley, 1996).

Insert Table 5 approximately here

4.2 Cyber incidents and accounting restatements

Our baseline model focuses on examining whether prior-year cyber breaches increase the
probability that a firm issues any restatement in a given year. The result of this analysis is
presented in Table 6. Across all breach categories, the coefficients are positive and highly
significant, indicating that firms experiencing a cyber incident in the previous year are more
likely to subsequently issue a restatement in their reports. On one hand, this pattern is con-
sistent with research showing that cybersecurity events disrupt internal controls, undermine
data integrity, and introduce operational uncertainty that heightens misstatement risk (Al-

sakini et al., 2024). Since these restatements are aggregated, the estimates capture a broad
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deterioration in reporting quality following cyber disruptions rather than effects tied to spe-
cific error types. On the other hand, the results contradict documented evidence according
to Rosati et al. (2017) that a cybersecurity breach does not result in financial restatement,
even though there is a higher probability of an SEC Comment Letter and a higher-quality

audit.

Insert Table 6 approximately here

Importantly, the results remain robust after the inclusion of extensive financial, oper-
ational, and governance controls. The breach coefficients increase slightly in magnitude
under the full specification, suggesting that cybersecurity incidents have an incremental ef-
fect on restatement risk that is not subsumed by firm characteristics such as size, leverage,
or profitability. This finding aligns with evidence that cyber shocks create unique strains
on accounting systems, through system outages, corrupted records, and weakened internal
oversight, that increase the propensity for errors even in otherwise well-controlled firms (Al-
sakini et al., 2024). The consistently negative association between firm size and restatements
mirrors prior findings that larger firms maintain more sophisticated reporting infrastructures

and stronger internal control environments (Doyle et al., 2007).

The significance of several governance variables in the full model provides additional in-
sight into factors moderating restatement likelihood. The negative coefficients on board
independence and gender diversity are consistent with research showing that stronger over-
sight and diverse boards reduce misreporting risk by improving monitoring quality (Abbott
et al., 2004; Krishnan and Parsons, 2011). Meanwhile, sales growth, intangibles, and loss
indicators behave as predicted in the restatement literature, reflecting the heightened re-
porting challenges faced by firms with greater operational complexity or financial stress
(Palmrose et al., 2004). Overall, the results provide strong evidence that cyber breaches

serve as a material shock to the reporting environment, increasing the probability that firms
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will issue some form of restatement in subsequent periods, independent of typical financial

or governance determinants.

Restatement in firms can be of different types, including financial reporting, technical,
or timing-based adjustments. Prior research highlights that restatements differ in severity,
with financial restatements reflecting material errors in core accounts, while tax-related and
timing-based restatements often arise from interpretational complexity or judgment-based
adjustments rather than systemic breakdowns (Palmrose et al., 2004). To this effect, we
consider different types of restatement, i.e., Financial, FIN48, Out-of-Period, and SAB108,
to assess whether cyber breaches are associated with particular types of reporting errors.
The results in Table 7 show that all breach categories are strongly and positively associ-
ated with the likelihood of a Financial restatement, with coefficients exceeding 1.25 and
significant at the 1% level. These restatements represent core misstatements that materially
affect the primary financial statements, and their sensitivity to cyber incidents suggests that
breaches meaningfully undermine the integrity of the underlying accounting system. This
aligns with evidence that cybersecurity failures weaken internal control environments, dis-
rupt transaction processing, and compromise the reliability of financial data (Usman et al.,
2023). Further, this pattern is consistent with studies showing that cyber shocks impair
monitoring, increase operational complexity, and expose vulnerabilities in firms’ financial
reporting infrastructure, thereby heightening the probability of substantive misstatements

(Kamiya et al., 2021).

Insert Table 7 approximately here

In contrast, the FIN48 restatements, related to uncertain tax positions, are sharply nega-
tive and highly significant across all breach types. This indicates that cyber breaches reduce
the likelihood of tax-related restatements. One interpretation is that FIN48 adjustments in-

volve specialized tax analysis that may be less directly disrupted by breaches of operational
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or financial systems. Prior literature notes that tax restatements often stem from interpre-
tational or regulatory complexity rather than breakdowns in internal control environments
(Gleason et al., 2017). Meanwhile, coefficients for Out-of-Period and SAB108 restatements
are statistically insignificant, suggesting that the timing- and threshold-based error categories
are not meaningfully influenced by cybersecurity disruptions. These errors typically relate to
immaterial prior-period adjustments or SAB108 quantification rules, which depend less on

operational system integrity and more on managerial judgment and materiality thresholds.

Collectively, the results indicate that cyber breaches do not raise the probability of all types
of restatements uniformly; instead, they are strongly associated with the most severe and im-
pactful category, Financial restatements, while exhibiting either null or negative associations
with technical tax or timing adjustments. This pattern highlights the notion that cybersecu-
rity failures impair the reliability of core financial reporting processes rather than peripheral
or specialized systems (Campbell et al., 2003). It further supports the argument that cyber
incidents degrade the quality of firms’ information environments in ways that directly ele-
vate the risk of material misstatements (Hennes et al., 2008). By distinguishing restatement
types, the analysis highlights that breaches primarily propagate through disruption to the
financial accounting infrastructure rather than the tax, timing, or materiality-assessment

components of the reporting system.

4.3 External assurance role in cyber incidents and restatements

in firms

High-quality auditors play a central role in ensuring the integrity of financial reporting,
particularly when firms face heightened information risk following cyber breaches. Because
cybersecurity incidents weaken internal controls and compromise data reliability, strong ex-
ternal assurance is essential for preventing errors from propagating into financial statements

(Rosati et al., 2022; Blakely et al., 2022). Evaluating whether Big 4 auditors mitigate these
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risks is therefore crucial for understanding how audit quality functions as a governance mech-
anism that safeguards reporting credibility under cyber-related shocks (Francis et al., 1999;
Krishnan, 2003). The results in Table 8 show that without a Big 4 as the auditor of a firm
in the year of a cyber incident, breaches are most strongly associated with financial restate-
ments, reflecting the way cybersecurity failures weaken internal controls and disrupt the
systems that support core financial reporting (Basiouny et al., 2024; Masoud and Al-Utaibi,
2022). In contrast, the breach coefficients for FIN48, out-of-period, and SAB108 adjust-
ments are negative or insignificant, suggesting that cyber incidents primarily compromise
the accuracy of the main financial statements rather than tax-related or technical reporting

processes. This is consistent with our earlier result without audit quality influence.

Insert Table 8 approximately here

However, the moderating role of Big 4 auditors appears to attenuate the relationship
between cyber breaches and restatement likelihood, particularly for financial restatements
Rosati et al. (2022). The negative and statistically significant interaction terms indicate that
high-quality auditors help constrain the downstream reporting consequences of cybersecurity
failures. This aligns with evidence that Big 4 auditors provide stronger monitoring, greater
irregularity detection, and more rigorous evaluations of internal controls (Krishnan, 2003).
By imposing stricter assurance procedures following breaches and scrutinizing affected ac-
counting processes more closely, Big 4 auditors help prevent cyber-related disruptions from

escalating into more severe reporting failures.

Meanwhile, the moderating effect is not uniform across restatement categories. While
Big 4 auditors significantly dampen the impact of financial breaches on financial restate-
ments, the interaction effects are weaker or statistically insignificant for FIN48 and SAB108
restatements. This pattern suggests that auditor influence is strongest in domains directly
tied to core financial statements, consistent with evidence that audit quality has its greatest

effect where material misstatement risk is highest (DeFond and Zhang, 2014). Restatements
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related to uncertain tax positions or timing adjustments may depend more on specialized tax
expertise, materiality assessment frameworks, or internal reporting processes than on exter-
nal audit oversight. Overall, the findings support the theoretical view that cyber breaches
disrupt financial reporting quality by undermining accounting system reliability, but that
high-quality auditors serve as an effective buffer against the most severe consequences of

these disruptions.

4.4 Cyber breach and restatement impact on firm value

As firms grow more dependent on digital infrastructures, cyber breaches and financial re-
porting errors have become critical sources of uncertainty that can alter investor confidence
and reshape market valuation (Bolster et al., 2010). Examining how these events interact
offers important evidence on how markets interpret organizational vulnerabilities and the
extent to which corrective disclosures help restore or further erode firm value. The result in
Table 9 indicates that cyber breaches have substantial and persistent negative effects on firm
value (Ln_Tobin’s Q) one year after the incident. Across all specifications, lagged Financial,
Not Disclosed, and Personal breaches are associated with strong and statistically significant
reductions in firm value. This aligns with evidence that cyberattacks generate long-lasting
operational, reputational, and legal costs that depress valuation beyond the immediate event
window (Goel and Shawky, 2009; Kamiya et al., 2021). The particularly pronounced neg-
ative effects for Not Disclosed breaches support prior findings that withholding or delaying
information intensifies market penalties (Gordon et al., 2011). Overall, the results reinforce
the idea that markets treat cyber events as signals of deeper organizational vulnerabilities

that materially impair firm value.

Insert Table 9 approximately here

The interaction terms show that the market interprets restatements differently depending
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on the restatement category and the breach type that preceded it. This is also in line with
earlier evidence on market reactions to restatement announcements (Palmrose et al., 2004).
Financial restatements mitigate part of the negative valuation effect of prior Financial and
Personal breaches, suggesting that investors perceive these restatements as corrective trans-
parency rather than further evidence of reporting failures. This is consistent with research
showing that timely and credible disclosure can restore investor confidence after reporting
or operational shocks (Burks, 2011; Hennes et al., 2008). In contrast, FIN48 tax-related
restatements and Out-of-Period restatements amplify the valuation penalties following Per-
sonal or Financial breaches, respectively. These findings align with literature suggesting that
tax-related or timing errors signal broader internal control weaknesses when combined with
cybersecurity deficiencies (Lois et al., 2021). SAB108 restatements show little interaction
with breach type, except for a modest standalone negative effect, suggesting that markets
view these adjustments as technical corrections rather than indicators of managerial mis-
conduct or systemic failures. Prior studies similarly document relatively mild reactions
to SAB108 restatements (Burks, 2011). These findings suggest that the market response
to restatements is conditional on a firm’s cyber-risk environment: corrective restatements
reduce valuation losses, while restatements associated with internal control weaknesses inten-
sify them. This underscores the interconnectedness of cybersecurity and financial reporting

credibility in shaping firm value.

5 Additional considerations and robustness tests

First, we consider an alternative measure of audit quality to address potential endogeneity
and capture a more granular proxy of auditor effort. This supplemental test acknowledges
the findings of Lawrence et al. (2011), which suggest that the superior quality often asso-
ciated with the Big Four firms might stem from client selection biases instead of auditors’

actual performance. This implies that a simple indicator for the Big Four status could fail
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to represent the true level of audit rigor. Additionally, research by Francis (2004) indicates
significant heterogeneity within the Big Four itself, noting that audit quality often depends
on the expertise of the specific local office or partner rather than the overall brand name.
Further studies emphasize that audit fees serve as a better proxy for audit effort and special-
ized knowledge (DeFond and Zhang, 2014). Consequently, we employ audit fees ratio, i.e.,
the ratio of audit fees to total fees (total fees include non-audit fees paid to auditors) fol-
lowing Rajgopal et al. (2021), as an alternative metric to verify whether the intensity of the
audit process serves as a moderating factor in the cyber breach and accounting restatement

outcomes.

Insert Table 10 approximately here

The results in Table 10, substantiate our earlier conclusions using Big 4 as an audit quality
measure. A higher concentration of fees directed toward core assurance services signifies a
prioritized commitment to audit depth, which appears to substantially decrease the likelihood
of reporting failures after a digital shock. Specifically, we find that the interaction between
financial breaches and audit fees is negative and is statistically significant for both Financial
and Out-of-Period restatements. This consistent pattern, especially in financial restatement
across both structural and effort-based proxies, reinforces the theory that heightened audit
scrutiny provides a necessary defense for financial integrity. These findings suggest that when
auditors dedicate substantial resources to the engagement, they can effectively identify and

rectify the internal control vulnerabilities arising as a result of cyber incidents.

Next, we examine if the severity of cybersecurity breach plays a significant impact on
accounting restatement using the number of records lost as a proxy. This allows us to
determine whether the systemic risk signaled by a breach is compounded by its scale or if
high-severity events trigger compensatory monitoring that mitigates reporting errors. The
results in Table 11 indicate that the impact of cybersecurity severity is uniquely concentrated

in financial restatements, whereas the coefficients for FIN48, Out-of-Period, and SAB108
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restatements remain statistically indistinguishable from zero. These findings confirm our
main result that cybersecurity failures primarily compromise the core accounting systems
and internal controls over financial reporting that govern material accruals and revenue
recognition, rather than specialized tax positions or technical adjustments (Ashbaugh-Skaife

et al., 2008).

Insert Table 11 approximately here

The significant negative interaction terms observed only in financial restatement show that
the marginal impact of a breach on core reporting quality decreases as the volume of lost
records increases. This result is consistent with the notion that while breaches signal un-
derlying IT control weaknesses (Haislip et al., 2016), larger, more visible ”mega-breaches”
attract substantial external monitoring and auditor effort that can reduce the need for re-
statement (Hoitash et al., 2008). The insignificance across the other three restatement types,
FIN48, Out-of-Period, and SAB108, further reinforces that cybersecurity risk is not a uni-
versal driver of all accounting errors, but rather a specific indicator of vulnerability in the
fundamental information systems that support high-stakes financial reporting. Overall, this
result suggests that cybersecurity vulnerabilities serve as a timely proxy for idiosyncratic

deterioration within the firm in the internal control environment.

6 Conclusion

This study provides a comprehensive examination of how cyber incidents propagate through
the financial reporting environment and influence firm valuation. By distinguishing between
different categories of reporting failures, we demonstrate that cyber shocks do not lead to a
uniform deterioration in accounting quality but are specifically associated with an increased

likelihood of core financial restatements. Grounded in the attention-based view, our findings
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suggest a “managerial triage” mechanism where firms experiencing acute digital crises prior-
itize the remediation of fundamental accounting infrastructure at the expense of specialized
compliance functions. The empirical evidence further highlights the critical role of external
governance, as Big 4 auditors effectively mitigate the escalation of cyber risk into material
reporting failures through superior technical scrutiny. Additionally, our results indicate that
the market interprets subsequent restatements as conditional signals. While core financial
restatements function as credible corrective disclosures that reduce uncertainty following a
breach, technical or judgmental adjustments amplify valuation penalties by signaling sys-

temic internal control deficiencies.

These findings offer important implications for regulators and practitioners in the U.S.
capital markets. For boards of directors and audit committees, the results highlight the
importance of integrating cybersecurity oversight with financial reporting controls, as dig-
ital vulnerabilities pose a direct threat to transactional data integrity. For regulators, our
evidence supports the push for more transparent and granular cyber-risk disclosures, as
investors clearly differentiate between structural failures and technical adjustments when
updating firm valuations. Ultimately, this research clarifies that in an increasingly digi-
talized economy, financial reliability is inextricably linked to the resilience of a firm’s IT

infrastructure and the quality of its external monitors.

While this study offers robust insights, it is subject to several limitations. First, although
our analysis categorizes breaches into financial, personal, not disclosed, and others, the data
is restricted to incidents that eventually entered the public domain. This may introduce a
selection bias, as truly suppressed or undetected breaches are excluded; future research could
utilize private incident logs to determine if similar reporting pressures exist for non-public
shocks. Second, while we control for IT_FEES as a proxy for technology-related assurance,
this measure may not fully capture the specific IT-audit procedures or the depth of forensic
involvement employed post-breach. Subsequent studies could investigate how the qualitative

intensity of specialized forensic audit teams—rather than just the expenditure—influences
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the detection of cyber-related misstatements. Finally, as this study focuses on the U.S.
market, future cross-country analyses could explore how varying international regulatory
frameworks and data privacy laws influence the link between digital shocks and financial

reliability.
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Table 1: Descriptive Statistics

This table reports summary statistics for all variables used in the study. Continuous variables are winsorized
at the 1st and 99th percentiles where appropriate. Tobin’s Q, Fee and breach-cost variables are in natural
logarithms. Indicator variables (e.g., RESTATEMENT, Loss, breach categories, Big_4, restatement types)
equal one when the condition applies and zero otherwise. Tangibility, CashHolding, Intangibles, and leverage
are balance-sheet ratios. Capex is capital expenditures scaled by total assets. Firm_Size and Ln_NEmployee
are natural logarithms of total assets and number of employees.

Variable N Mean St. Dev. Min Max
RESTATEMENT 61,229 0.10 0.30 0 1
Restate_OutOfPeriod 61,229 0.69 0.46 0 1
Restate_FIN48 61,229 0.81 0.39 0 1
Restate_Financial 61,229 0.52 0.50 0 1
Restate_SAB108 61,229 0.98 0.14 0 1
Breach_Financial 61,229 0.71 0.45 0 1
Breach_NotDisclosed 61,229 0.89 0.31 0 1
Breach_Personal 61,229 0.49 0.50 0 1
Breach_Other 61,229 0.90 0.30 0 1
Ln_Tobin’s Q 54,211 0.55 0.34 —-1.29 1.56
Ln_ NUMBER_OF_RECORDS_LOST 21,575 9.98 4.38 0.69 20.60
Ln_BREACH_COST 23,150 4.20 7.08 0.00 19.21
Ln_ BREACH_COST_USD 7,568 12.67 6.67 0.00 19.76
Ln_AUDIT_FEES 61,229 15.02 1.33 11.31 17.82
Ln_NON_AUDIT_FEES 61,229 12.64 3.49 0.00 17.19
Ln_TOTAL_FEES 61,229 15.30 1.31 11.80 18.21
Ln_ BENEFITS_FEES 61,229 0.26 1.62 0.00 10.99
Ln_IT_FEES 61,229 0.15 1.35 0.00 12.61
Ln_TAX_FEES 61,229 9.42 5.69 0.00 16.13
Ln_TAX_FEES_COMPLIANCE 7,440 12.37 1.76 6.69 15.93
Ln_ TAX_FEES_NON_COMPLIANCE 6,346 11.23 4.64 0.00 15.72
Ln_AUDIT_RELATED_FEES 61,229 9.60 5.79 0.00 16.71
Ln_ OTHER_FEES 61,229 5.53 5.66 0.00 15.79
CashHolding 61,224 0.13 0.15 0.00 0.98
Tangibility 58,564 0.22 0.23 0.00 0.98
leverage 61,006 0.27 0.25 0.00 3.89
Firm_Size 61,224 9.02 2.29 1.24 15.20
Intangibles 59,987 0.21 0.21 0.00 0.96
Profitability 61,224 0.07 0.13 —4.50 0.73
Loss 61,224 0.15 0.36 0 1
Capex 60,757 0.04 0.04 —0.01 0.58
Book_to_Market 57,245 4.88 109.95 —1,273.45 7,071.35
RandD_Expenses 28,715 1,233.57 4,957.05 0.00 88,544.00
AuditBoardCommittee 48,787 0.99 0.08 0 1
BoardSize 48,787 10.31 2.91 3 98
GenderDiversity 48,787 19.00 11.63 0.00 66.67
IndBoard 48,787 78.90 14.35 0.00 100.00
Ln_NEmployee 60,871 9.37 1.92 0.69 14.65
Sales_growth 59,031 0.06 0.23 —3.45 5.35
Big_4 61,229 0.79 0.29 0 1
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Table 3: Difference in Means — High-significance Restatements vs Low-significance Restatements

This table reports the univariate comparisons between firms with the most significant restatements and
those with other restatements. High-significance restatement is defined as an indicator variable where the
restatement affects core transaction processing (i.e., compromising payment or banking details). Significance
levels at 1%, 5%, and 10% are denoted by ***, ** and *, respectively.

Most Sig. Low Sig. Diff. (t-stat)

RESTATEMENT 0.102 0.092 0.009***
(3.743)
Ln_Tobin’s Q 0.548 0.567 -0.019***
(-3.975)
Ln NUMBER_-OF_RECORDS_LOST 10.027 9.897 0.130**
2.038
Ln_ BREACH_COST 4.152 4.298 (—0.146)
(-1.445)
Ln_BREACH_COST_USD 12.243 13.651 -1.408***
(-8.912)
Ln_AUDIT_FEES 14.946 15.182 -0.235"**
(-21.267)
Ln_NON_AUDIT_FEES 12.582 12.762 -0.180***
(-5.984)
Ln_.TOTAL_FEES 15.220 15.450 -0.230***
(-21.086 )
Ln_BENEFITS_FEES 0.283 0.200 0.083***
(6.335)
Ln IT_FEES 0.158 0.132 0.027**
(2.394)
Ln_.TAX_FEES 9.260 9.732 -0.472***
(-9.746 )
Ln_ TAX_FEES_COMPLIANCE 12.520 12.137 0.383***
(9.349)
Ln.TAX_FEES_.NON_.COMPLIANCE 11.036 11.535 -0.499***
(-4.260)
Ln_ AUDIT_RELATED_FEES 9.430 9.946 -0.516™**
(-10.449 )
Ln_ OTHER_FEES 5.348 5.891 -0.543***
(-11.215)
CashHolding 0.140 0.121 0.019***
(15.616 )
Tangibility 0.226 0.217 0.009***
(4.481)
leverage 0.273 0.260 0.013**~
(6.287)
Firm_Size 8.868 9.313 -0.445***
(-23.284)
Intangibles 0.219 0.183 0.036***
(119.480 )
Profitability 0.070 0.071 -0.001
(-0.827
Loss 0.163 0.132 0.031***
(10.379 )
Capex 0.039 0.035 0.004™**
(9.770)
Book_to_Market 4.639 5.385 -0.746
( -0.706
RandD_Expenses 1378.655 931.996 446.658™ "
(8.568)
AuditBoardCommittee 0.992 0.994 -0.001
(-1.515)
BoardSize 10.292 10.356 -0.063**
(-2.120)
GenderDiversity 18.636 19.714 -1.078"**
(-9.798 )
IndBoard 78.226 80.217 -1.991***
(-14.697 )
Ln_NEmployee 9.319 9.464 -0.145"**
(-8.910
Sales_growth 0.064 0.052 0.012***
(6.654)
Big 4 0.887 0.938 -0.052***
(-22.521
Breach_Financial 0.721 0.692 0.029***
(7.505 )
Breach_NotDisclosed 0.885 0.906 -0.021"**
(-8.100 )
Breach_Personal 0.497 0.486 0.010**
(2.428)
Breach_Other 0.897 0.916 -0.019***
(-7.689 )
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Table 4: Difference in Means — Most-significant Breaches vs Less-significant Breaches

This table reports the univariate comparisons between firms experiencing the most critical data breaches
and those undergoing other incident types. The Most-Significant Breach category is an indicator vari-
able equal to one if the incident involved either Financial or Personal information, and zero otherwise.
Significance levels at 1%, 5%, and 10% are denoted by ***, **, and *, respectively.

Most Sig. Less Sig. Diff. (t-stat)

RESTATEMENT 0.092 0.124 -0.032***
(-9.998 )
Ln_Tobin’s Q 0.544 0.594 -0.050"**
(-9.686 )
Ln_.NUMBER_-OF_RECORDS_LOST 9.879 13.476 -3.597**
(-20.140)
Ln_ BREACH_COST 3.554 5.515 -1.962***
(-19.432)
Ln_.BREACH_COST_USD 12.762 12.545 0.217
(1.429)
Ln_ AUDIT_FEES 15.087 14.782 0.305**~*
(21.597)
Ln_NON_AUDIT_FEES 12.761 12.179 0.581***
( 15.705 )
Ln_.TOTAL_FEES 15.361 15.046 0.315™**
(22.602)
Ln_BENEFITS_FEES 0.241 0.314 -0.073***
(-4.196 )
Ln IT_FEES 0.144 0.172 -0.028**
(-1.990 )
Ln_TAX_FEES 9.493 9.118 0.375***
(6.602)
Ln_TAX_FEES_COMPLIANCE 12.356 12.436 -0.080*
(-1.651)
Ln_ TAX_FEES_NON_COMPLIANCE 11.497 10.019 1.479%**
8.433
Ln_ AUDIT_RELATED_FEES 9.882 8.513 §.369**2
(22.872)
Ln_.OTHER_FEES 5.584 5.313 0.271***
(4.787)
CashHolding 0.124 0.172 -0.048™**
(-28.194 )
Tangibility 0.232 0.190 0.041***
(21516
leverage 0.281 0.220 0.062***
(130.958)
Firm_Size 9.203 8.285 0.918***
( 40.933
Intangibles 0.201 0.231 -0.030"**
(-13.552 )
Profitability 0.069 0.075 -0.006™**
(-5.085 )
Loss 0.148 0.174 -0.026***
(-7.019)
Capex 0.038 0.034 0.004***
(10.555
Book_to_-Market 5.264 3.449 1.815***
(2760 )
RandD_Expenses 1003.937 1874.437 -870.499***
(-11.820)
AuditBoardCommittee 0.994 0.990 0.004***
('3.560 )
BoardSize 10.498 9.616 0.882**~
(20.386)
GenderDiversity 19.507 17.095 2.412***
(17.960)
IndBoard 79.154 77.954 1.200***
(7.562)
Ln_NEmployee 9.485 8.913 0.572***
( 28.145
Sales_growth 0.059 0.065 -0.006"**
(-2.610)
Big 4 0.917 0.851 0.066™**
(19.332)
Restate_OutOfPeriod 0.679 0.729 -0.049***
(-10.963 )
Restate_FIN48 0.810 0.799 0.010***
(2.610
Restate_Financial 0.532 0.488 0.044***
(8.752)
Restate_SAB108 0.979 0.984 -0.005***
(-3.730 )
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Table 5: Difference in Means — Big-4 vs Non—Big-4

This table reports the univariate comparisons between firms audited by a Big-4 auditor and those audited
by Non-Big-4 firms. The analysis highlights fundamental operational, financial, and governance differences

based on auditor choice. Significance levels at 1%, 5%, and 10% are denoted by **

*

sk * 3
, **, and *, respectively.

Big-4 Non-Big-4 Diff. (t-stat)
RESTATEMENT 0.098 0.100 -0.002
(-0.462 )
Restate_OutOfPeriod 0.676 0.815 -0.139***
(-25.544 )
Restate_FIN48 0.804 0.845 -0.041***
(-8.121)
Restate_Financial 0.540 0.367 0.173***
(26.067)
Restate_SAB108 0.980 0.974 0.007***
(3.151)
Breach_Financial 0.708 0.743 -0.035"**
(-5.847)
Breach_NotDisclosed 0.901 0.801 0.100™**
(18.735)
Breach_Personal 0.485 0.573 -0.088"**
(-13.042)
Breach_Other 0.906 0.882 0.023***
(5.322)
Ln_Tobin’s Q 0.575 0.370 0.205***
(26.576)
Ln NUMBER_OF_RECORDS_LOST 10.013 9.577 0.436***
(4.770)
Ln_.BREACH_COST 4.133 4.564 -0.431%**
(-3.481)
Ln_ BREACH_COST_USD 12.724 12.386 0.338**
(2.023)
Ln_AUDIT_FEES 15.202 13.359 1.842***
(113.127)
Ln_NON_AUDIT_FEES 12.979 9.469 3.510"**
( 55.307)
Ln_TOTAL_FEES 15.469 13.672 1.798***
(115.308 )
Ln_BENEFITS_FEES 0.230 0.499 -0.269"**
(-9.197)
Ln_IT_FEES 0.136 0.274 -0.138***
(-5.810)
Ln_TAX_FEES 9.898 4.890 5.009***
(66.562 )
Ln_ TAX_FEES_COMPLIANCE 12.446 10.627 1.819***
(17.779)
Ln_TAX_FEES_NON_COMPLIANCE 11.445 5.338 6.107***
( 14.845
Ln_AUDIT_RELATED_FEES 10.057 5.318 4,740
(62.165)
Ln_ OTHER_FEES 5.756 3.387 2.369***
(32.209)
CashHolding 0.133 0.136 -0.002
(-0.990 )
Tangibility 0.223 0.226 -0.003
(-0.879 )
leverage 0.272 0.237 0.035™**
(11.906 )
Firm_Size 9.280 6.525 2.755%**
(112.331)
Intangibles 0.209 0.189 0.020***
(6.748)
Profitability 0.075 0.022 0.053**~*
(14.727)
Loss 0.136 0.312 -0.176***
(-28.379)
Capex 0.037 0.042 -0.005"**
(-7.933)
Book_to_-Market 5.169 2.378 2.791*%**
(5.362)
RandD_Expenses 1370.910 38.617 1332.293***
(40.949)
AuditBoardCommittee 0.992 0.998 -0.006™**
(-6.736 )
BoardSize 10.460 8.477 1.983***
(42.976)
GenderDiversity 19.556 12.073 7.483***
( 36.456 )
IndBoard 79.510 71.309 8.201***
(30.078 )
Ln_NEmployee 9.565 7.510 2.054™**
(79.548 )
Sales_growth 0.059 0.077 -0.019***
(-3.476)
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Table 6: Cyber Breach and Restatement

This table reports the results of the logistic panel regression examining the impact of prior-year cybersecurity
incidents on the likelihood of aggregate accounting restatements. Column (1) includes baseline financial
controls, while Column (2) incorporates the full set of operational and governance control variables. All
specifications include firm and year-fixed effects to account for time-invariant characteristics and temporal
shocks. Significance levels at 1%, 5%, and 10% are denoted by ***, ** and *, respectively.

RESTATEMENT
Base Controls Full Controls
&) (2
Breach_Financial lagl 0.196*** 0.229***
(0.027) (0.078)
Breach_Not Disclosed_lagl 0.217*** 0.251%***
(0.030) (0.082)
Breach_Other_lagl 0.254*** 0.301***
(0.040) (0.087)
Breach_Personal_lagl 0.219*** 0.249***
(0.029) (0.078)
CashHolding 0.017 0.026
(0.045) (0.058)
Tangibility 0.072 0.042
(0.044) (0.056)
leverage —0.027 —0.021
(0.025) (0.030)
Firm_Size —0.013*** —0.020***
(0.003) (0.006)
Intangibles —0.052 —0.084**
(0.033) (0.041)
Profitability 0.012 —0.027
(0.037) (0.080)
Loss —0.021 —0.034*
(0.013) (0.018)
Capex 0.004 —0.115
(0.201) (0.231)
Book_to_Market —0.00002** —0.00001
(0.00001) (0.00001)
Ln_NEmployee 0.011*
(0.006)
Sales_growth —0.048**
(0.021)
Ln IT_FEES 0.001
(0.005)
AuditBoardCommittee 0.036
(0.047)
BoardSize 0.002
(0.003)
GenderDiversity —0.001*
(0.001)
IndBoard —0.001*
(0.0005)
Firm and Year FE Yes Yes
Observations 53,788 40,793
Adjusted R2 0.117 0.129
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Table 7: Cyber breaches and Restatement Types

This table reports logistic panel regression results examining the impact of lagged cybersecurity incidents
on various categories of reporting corrections. Column (1) focuses on core Financial restatements, while
Columns (2)—(4) examine technical adjustments (FIN48, Out-of-Period, and SAB108). All specifications

include firm and year-fixed effects. Significance levels at 1%, 5%, and 10% are denoted by ***, ** and *,
respectively.
RESTATEMENT
Financial FIN48 Out-of-Period SAB108
€) ) 3) )
Breach_Financial lagl 1.257*** —0.428*** 0.156 0.015
(0.182) (0.098) (0.163) (0.040)
Breach_NotDisclosed_lagl 1.301%*** —0.413*** 0.110 0.001
(0.173) (0.094) (0.155) (0.040)
Breach_Other_lagl 1.262%** —0.370*** 0.105 0.004
(0.167) (0.091) (0.144) (0.038)
Breach_Personal _lagl 1.254%** —0.406*** 0.138 0.014
(0.182) (0.097) (0.161) (0.040)
CashHolding —0.088 0.252%** —0.219 0.055
(0.167) (0.096) (0.163) (0.056)
Tangibility 0.031 0.030 —0.067 0.006
(0.120) (0.083) (0.136) (0.028)
leverage 0.028 0.028 —0.069 0.013
(0.069) (0.061) (0.048) (0.027)
Firm_Size —0.026 0.006 0.024 —0.004
(0.021) (0.010) (0.022) (0.003)
Intangibles —0.066 0.145* —0.086 0.007
(0.121) (0.082) (0.128) (0.033)
Profitability —0.414** 0.440*** —0.110 0.084
(0.179) (0.108) (0.150) (0.053)
Loss —0.004 0.024 —0.021 0.0003
(0.023) (0.015) (0.023) (0.004)
Capex —0.120 —0.056 0.283 —0.107
(0.449) (0.325) (0.494) (0.090)
Book_to_Market —0.00002 —0.00000 0.00002 0.00000
(0.00002) (0.00002) (0.00004) (0.00001)
Ln_NEmployee —0.020 0.030*** —0.011 0.002
(0.020) (0.010) (0.022) (0.004)
Sales_growth 0.038 —0.022 —0.008 —0.008
(0.026) (0.022) (0.027) (0.006)
AuditBoardCommittee —0.094 0.076* 0.043 —0.025
(0.112) (0.042) (0.082) (0.024)
BoardSize —0.001 0.002 —0.004 0.003***
(0.006) (0.003) (0.007) (0.001)
GenderDiversity —0.001 —0.001 0.001 0.0004
(0.002) (0.001) (0.001) (0.0004)
IndBoard —0.003** 0.001* 0.001 0.00003
(0.001) (0.001) (0.001) (0.0004)
Firm and Year FE Yes Yes Yes Yes
Observations 40,793 40,793 40,793 40,793
Adjusted R? 0.489 0.252 0.327 0.335
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Table 8: Big 4 Auditors’ moderation of Cyber Breach and Restatement Types

This table reports logistic panel regression results examining the moderating effect of Big_4 auditors on the
relationship between lagged cybersecurity breaches and various restatement types. The interaction terms test
whether high-quality external assurance attenuates reporting failures following digital shocks. For brevity,
the standard firm-level and governance control variables (CashHolding, Tangibility, Leverage, Firm_Size,
Intangibles, Profitability, Loss, Capex, etc.) are included in the estimation as in previous tables but are not
reported here. All specifications include firm and year-fixed effects. Significance levels at 1%, 5%, and 10%
are denoted by ***, ** and * respectively.

RESTATEMENT
Financial FIN48 Out-of-Period SAB108
Breach_Financial_lagl 1.453*** —0.329* —0.207 0.083
(0.351) (0.193) (0.325) (0.072)
Breach_NotDisclosed_lagl 1.477*** —0.326* —0.249 0.098
(0.342) (0.194) (0.319) (0.070)
Breach_Personal lagl 1.377*** —0.271 —0.182 0.076
(0.352) (0.194) (0.331) (0.068)
Breach_Other_lagl 1.445%** —0.355* —0.178 0.088
(0.354) (0.203) (0.326) (0.073)
Big-4 —0.012 0.047* —0.037 0.002
(0.026) (0.027) (0.023) (0.006)
Breach_Fin_lagl x Big.4 —0.021** —0.063** —0.075** —0.010**
(0.009) (0.030) (0.036) (0.005)
Breach_NotDisc_lagl x Big. 4 —0.004 0.053 —0.078** 0.030
(0.042) (0.036) (0.038) (0.020)
Breach_Other_lagl x Big_4 —0.078 0.063 0.023 —0.007
(0.053) (0.045) (0.053) (0.008)
Breach_Pers_lagl x Big-4 0.013 0.009 —0.018 —0.004
(0.028) (0.019) (0.035) (0.005)
Ln_AUDIT_FEES —0.019 0.006 —0.003 0.017*
(0.043) (0.027) (0.042) (0.010)
Ln_NON_AUDIT_FEES —0.001 0.003 —0.001 —0.001
(0.004) (0.002) (0.004) (0.001)
Ln_ TOTAL_FEES 0.001 —0.017 0.039 —0.023*
(0.049) (0.035) (0.050) (0.013)
Ln_BENEFITS_FEES —0.002 0.003 —0.003 0.002
(0.005) (0.003) (0.004) (0.002)
Ln IT_FEES 0.002 —0.003 0.0003 0.001
(0.006) (0.003) (0.006) (0.001)
Ln_TAX_FEES 0.001 —0.003 0.001 0.001**
(0.003) (0.002) (0.003) (0.001)
Other Controls Yes Yes Yes Yes
Firm and Year FE Yes Yes Yes Yes
Observations 40,793 40,793 40,793 40,793
Adjusted R? 0.490 0.256 0.332 0.041
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Table 9: Joint Effect of Cyber Breach and Restatement on Firm Value

This table reports OLS regression results examining the joint effect of lagged cybersecurity breaches and
subsequent accounting restatements on firm value (Ln_Tobin'sQ). The reference category for the cyberse-
curity variables is Other Breach. The interaction terms test the signaling dynamics of reporting corrections:
whether specific restatements act as corrective signals that mitigate valuation penalties or compounding
signals that reinforce systemic weakness. All models include firm-level and governance controls, as well as
firm and year-fixed effects. Significance levels at 1%, 5%, and 10% are denoted by ***, ** | and *, respectively.

Ln_Tobins’s Q

(1)

(2) (3)

(4)

Breach_Financial lagl —1.453*** —1.393*** —1.300%** —1.299***
(0.465) (0.461) (0.483) (0.479)
Breach_NotDisclosed_lagl —1.566*** —1.588*** —1.511%** —1.706***
(0.460) (0.467) (0.478) (0.501)
Breach_Personal_lagl —1.506*** —1.376*** —1.507*** —1.121**
(0.463) (0.460) (0.482) (0.473)
Restate_Financial —0.092
(0.096)
Restate_FIN48 0.127
(0.097)
Restate_OutOfPeriod 0.022
(0.112)
Restate_SAB108 —0.321*
(0.184)
Breach_Fin x Restate_Fin 0.294***
(0.097)
Breach_NotDisc x Restate_Fin 0.189
(0.116)
Breach_Pers x Restate_Fin 0.238**
(0.097)
Breach_Fin x Restate FIN48 —0.160
(0.103)
Breach_NotDisc x Restate FIN48 —0.136
(0.109)
Breach_Pers x Restate_FIN48 —0.288***
(0.096)
Breach_Fin x Restate_OOPA —0.207*
(0.112)
Breach_NotDisc x Restate_OOPA —0.143
(0.151)
Breach_Pers x Restate_OOPA —0.020
(0.108)
Breach_Fin x Restate_.SAB108 0.147
(0.272)
Breach_NotDisc x Restate_SAB108 0.385
(0.260)
Breach_Pers x Restate_SAB108 —0.120
(0.188)
Controls Yes Yes Yes Yes
Firm and Year FE Yes Yes Yes Yes
Observations 39,256 39,256 39,256 39,256
Adjusted R2 0.440 0.438 0.338 0.338
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Table 10: Audit Fees moderation of Cyber Breaches and Restatement Types

This table reports OLS regression model estimates examining the association between lagged cybersecurity breach infor-
mation types and various types of restatement. Audit fee ratio is the ratio of audit fees to total fees (total fees include
non-audit fees paid to auditors). The models include interactions between breach types and the audit fees to assess
whether audit effort moderates post-breach reporting failures. The reference category for the cyber breach variables is
Other Breach. All regressions include firm-level controls related to liquidity, leverage, investment, profitability, gover-
nance, and audit fees. Standard errors are clustered at the firm level. Statistical significance at the 1%, 5%, and 10%
levels is denoted by ***, ** and *, respectively.

RESTATEMENT TYPE

Financial FIN48 Out-of-Period SAB108
BREACH _Financial lagl 1.417%** 2.695*** 0.403 1.125%%*
(0.440) (0.942) (1.484) (0.238)
BREACH_NotDisclosed_lagl —1.007 1.706* 0.868 1.433***
(1.653) (1.001) (1.779) (0.336)
BREACH_Other_lagl 2.842* 3.054*** 1.592 1.196***
(1.548) (0.903) (1.630) (0.194)
BREACH _Personal lagl —0.892 2.510%** 0.231 1.151%**
(1.310) (0.809) (1.356) (0.218)
Audit_Fees_Ratio 0.058 —1.437 1.631 —0.252
(1.376) (0.936) (1.463) (0.262)
BREACH _Financial lagl x Audit_Fees_Ratio —2.462** —0.428 —1.970* —0.063
(1.172) (0.563) (1.178) (0.182)
BREACH_NotDisc_lagl x Audit_Fees_Ratio 0.552 0.985 —1.238 —0.299
(1.420) (0.870) (1.523) (0.310)
BREACH _Personal_lagl x Audit_Fees_Ratio 0.484 0.166 —0.623 —0.027
(0.692) (0.438) (0.688) (0.125)
Controls Yes Yes Yes Yes
Firm and Year FE Yes Yes Yes Yes
Observations 40,723 40,723 40,723 40,723
Adjusted R? 0.562 0.303 0.400 0.480
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Table 11: Cyber Breach Information Types, Severity, and Restatement Types

This table reports panel regression results examining the association between lagged cybersecurity breach information types and accounting restatement. Breach
severity is proxied by the logarithm of the number of records lost, and interaction terms test whether severity moderates the effect of each breach type. The
reference category for the cyber breach variables is Other Breach. Standard errors are clustered at the firm level. All specifications include firm and fiscal year
fixed effects. Statistical significance at the 10%, 5%, 1%, and 0.1% levels is denoted by *, *, **, and ***, respectively.

RESTATEMENT TYPE

Financial FIN48 Out-of-Period SABI108
BREACH_Financial_lagl 0.033F —0.011 —0.001 —0.021
(0.020) (0.019) (0.005) (0.017)
BREACH_NotDisclosed lagl 0.018 0.002 0.002 —0.022
(0.017) (0.016) (0.005) (0.017)
BREACH_Personal_lagl 0.012 0.012 0.000 —0.024
(0.019) (0.018) (0.006) (0.019)
Ln_NUMBER_OF_RECORDS_LOST lagl 0.015* 0.000 0.000 —0.015
(0.006) (0.010) (0.000) (0.010)
BBREACH Financial lagl x Ln_ NUMBER-OF _RECORDS_LOST lagl —0.018** 0.004 0.000 0.014
(0.006) (0.010) (0.002) (0.010)
BREACH_NotDisclosed lagl x Ln NUMBER_-OF_RECORDS_LOST _lagl —0.015* 0.002 —0.001 0.014
(0.007) (0.010) (0.003) (0.010)
BREACH_Personal_lagl x Ln_.NUMBER_OF_RECORDS_LOST lagl —0.013* —0.002 0.000 0.015
(0.007) (0.010) (0.001) (0.011)
CashHolding —0.002 0.001 0.001 0.000
(0.002) (0.002) (0.001) (0.000)
Tangibility 0.000 0.002 —0.002 0.000
(0.002) (0.002) (0.001) (0.001)
leverage 0.000 0.000 0.000 0.000
(0.001) (0.001) (0.000) (0.000)
Firm_Size 0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)
Intangibles —0.001 0.002 —0.002 0.000
(0.001) (0.002) (0.001) (0.000)
Profitability 0.000 0.001 —0.001 0.000
(0.002) (0.002) (0.002) (0.000)
Loss 0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)
Capex 0.010* —0.012** 0.003 —0.001
(0.004) (0.004) (0.003) (0.001)
Book_to_Market 0.000* 0.000 0.000*** 0.000
(0.000) (0.000) (0.000) (0.000)
Ln_NEmployee 0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)
Sales_growth —0.001 0.000 0.000 0.000
(0.001) (0.001) (0.000) (0.000)
AuditBoardCommittee 0.003 —0.001 —0.003* 0.001
(0.002) (0.002) (0.001) (0.001)
BoardSize 0.000 0.000 0.000 0.000***
(0.000) (0.000) (0.000) (0.000)
GenderDiversity 0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)
IndBoard 0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)
Ln_AUDIT_FEES 0.001 0.000 —0.001* 0.000
(0.001) (0.001) (0.001) (0.000)
Ln_NON_AUDIT_FEES 0.000 0.000 0.000*** 0.000"
(0.000) (0.000) (0.000) (0.000)
Ln_TOTAL_FEES —0.001 0.000 0.001+ 0.000
(0.001) (0.001) (0.001) (0.000)
Ln_BENEFITS_FEES 0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)
Ln IT_FEES 0.000 0.000 —0.001F 0.000
(0.000) (0.001) (0.000) (0.000)
Ln_TAX_FEES 0.000 0.000 0.000* 0.000*
(0.000) (0.000) (0.000) (0.000)
Firm FE Yes Yes Yes Yes
Year FE Yes Yes Yes Yes
Observations 40,723 40,723 40,723 40,723
Adjusted R? 0.384 0.342 0.397 0.359
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Table A1l: Variable Definitions

Variable

Definition

RESTATEMENT
Restate_Financial
Restate_FIN48
Restate_-OutOfPeriod
Restate_.SAB108
Breach_Financial
Breach_Personal
Breach_NotDisclosed
Breach_Other
Ln_N_RECORDS_LOST
Ln_BREACH_COST
Most_Significant_Breach
High-Significance Restatement
Ln_Tobin’s Q

Firm_Size
Profitability (ROA)

Loss

Leverage
Tangibility

CashHolding
Intangibles
Capezx
Book_to_Market

RandD_Ezpenses
Sales_growth
Ln_NEmployee
Big_4

Ln_AUDIT_FEES
Ln_NON_AUDIT_FEES
Ln_TOTAL_FEES
ILn_IT_FEES

Ln_TAX_FEES
In_AUDIT_RELATED_FEES

Ln_BENEFITS_FEES
Ln_OTHER_FEES
BoardSize

IndBoard

GenderDiversity
AuditBoard Committee

Indicator variable equal to 1 if the firm issued an aggregate financial restatement
in a given year, and 0 otherwise. Source: Audit Analytics.

Indicator variable equal to 1 if the restatement affects core financial accounts
(revenue, assets, expenses), and 0 otherwise. Source: Audit Analytics.

Indicator variable equal to 1 if the restatement relates to uncertain tax positions
(FIN 48/ASC 740), and 0 otherwise. Source: Audit Analytics.

Indicator variable equal to 1 for Out-of-Period Adjustments (OOPA), and 0 oth-
erwise. Source: Audit Analytics.

Indicator variable equal to 1 for misstatement quantification corrections under
SEC SAB 108, and 0 otherwise. Source: Audit Analytics.

Indicator variable for breaches involving banking or credit data. Source: Audit
Analytics.

Indicator variable for breaches involving personally identifiable information (PII).
Source: Audit Analytics.

Indicator variable for breaches where the compromised data type was not speci-
fied. Source: Audit Analytics.

Indicator variable for breaches involving intellectual property or internal records.
Source: Audit Analytics.

Natural logarithm of the total number of records compromised in a breach.
Source: Audit Analytics.

Natural logarithm of the total estimated cost associated with the breach. Source:
Audit Analytics.

Indicator equal to 1 if the breach involves financial or personal data (PII), and 0
otherwise. These categories represent the highest operational and legal risk.
Indicator equal to 1 if the restatement affects core financial accounts (e.g., revenue
or assets), reflecting a breakdown in fundamental accounting processes.

Market value of assets (Price X Shares Outstanding) divided by book value of
total assets, log-transformed. Source: Compustat.

Natural logarithm of the book value of total assets. Source: Compustat.
Earnings before interest and taxes (EBIT) divided by total assets. Source: Com-
pustat.

Indicator variable equal to 1 if income before extraordinary items is negative, and
0 otherwise. Source: Compustat.

Total debt (short-term + long-term) divided by total assets. Source: Compustat.
Net property, plant, and equipment (PP&E) divided by total assets. Source:
Compustat.

Cash and short-term investments divided by total assets. Source: Compustat.
Intangible assets divided by total assets. Source: Compustat.

Capital expenditures divided by total assets. Source: Compustat.

Ratio of the book value of equity to the market value of equity. Source: Compu-
stat.

Total Research and Development (R&D) expenditures. Source: Compustat.
Percentage change in annual sales revenue from year t—1 to t. Source: Compustat.
Natural logarithm of the total number of employees. Source: Compustat.
Indicator variable equal to 1 if the firm is audited by a Big 4 auditor, and 0
otherwise. Source: Audit Analytics.

Natural logarithm of total fees paid for the annual audit. Source: Audit Analytics.
Natural logarithm of fees paid for all non-audit services. Source: Audit Analytics.
Natural logarithm of the sum of audit and non-audit fees. Source: Audit Ana-
lytics.

Natural logarithm of fees paid for technology-related assurance. Source: Audit
Analytics.

Natural logarithm of total tax-related service fees. Source: Audit Analytics.
Natural logarithm of fees for assurance and related services. Source: Audit Ana-
lytics.

Natural logarithm of fees paid for employee benefit plan audits. Source: Audit
Analytics.

Natural logarithm of all other fees paid to the auditor. Source: Audit Analytics.
Natural logarithm of the total number of directors. Source: LSEG Workspace.
Percentage of independent directors serving on the board. Source: LSEG
‘Workspace.

Percentage of female directors serving on the board. Source: LSEG Workspace.
Indicator variable for the presence of a standing audit committee. Source: LSEG
‘Workspace.
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